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SHARING META EDUCATION – ESCOLA UNIVERSITÁRIA 

 

Firewall Essentials: Configuration and Management (EDU-210) 

• Duration: 62 Hours 

• Language: Portuguese/ English 

• Level: Introductory 

A Palo Alto Networks CyberSecurity Academy proporciona aos formandos uma experiência hands-

on através de campos relevantes do conhecimento que passam pelo panorama geral da 

cibersegurança, prevenção de intrusões, next-generation firewall, cloud e segurança de dispositivos 

e infraestruturas. 

 

Firewall Essentials: Configuration and Management Training Delivery Methods 

• In-Person 

• Online 

 

Firewall Essentials: Configuration and Management 

1 -  Palo Alto Networks Portfolio and Architecture  

2 -  Configuring Initial Firewall Settings  

3 - Managing Firewall Configurations  

4 -  Managing Firewall Administrator Accounts  

5 -  Connecting the Firewall to Production Networks with Security Zones  

6 -  Creating and Managing Security Policy Rules  

7 -  Creating and Managing NAT Policy Rules  

8 - Controlling Application Usage with App-ID  

9 -  Blocking Known Threats Using Security Profiles  

10 - Blocking Inappropriate Web Traffic with URL Filtering  

11 -  Blocking Unknown Threats with Wildfire  

12 -  Controlling Access to Network Resources with User-ID  

13 -  Using Decryption to Block Threats in Encrypted Traffic  

14 -  Locating Valuable Information Using Logs and Reports  

15 -  What's Next in Your Training and Certification Journey  

• Supplemental Materials  

• Securing Endpoints with GlobalProtect  

• Providing Firewall Redundancy with High Availability  

• Connecting Remotes Sites using VPNs  

• Blocking Common Attacks Using Zone Protection 


